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Critical role for lawyers in battle against spam

‘Beast of a law’ goes into effect July 1

By Geoff Kirbyson

January 31 2014 issue

The days of spam-a-lot will soon be at an
end in Canada, leaving lawyers little time to
ensure their clients — as well as their own
firms — are compliant with the coming era of
electronic communication.

Industry Canada unveiled new rules last year
outlining how companies will have to
regulate the promotional messages they
send to customers, potential customers and
even friends and family members. The new
regulations come into effect this Canada Day.

In a nutshell, the Canada’s Anti-Spam
Legislation considers as spam any message
used for commercial purposes, unless the
company has a prior relationship with the
customer during the previous two years or it
has obtained consent from the customer to
include them on its mailing list.

To give consumers the chance to change
their minds in the future, every outgoing
message must contain an unsubscribe
option.

Brian Bowman, a Winnipeg-based partner at
Pitblado LLP, says the new rules have been described as the “toughest anti-spam legislation in the
industrialized world.”

“It’s very complex and a beast of a law with exemptions,” he says.

The sleeper issue, he believes, is the law’s anti-spyware provisions. A growing number of companies
that create apps for consumers to download on their phones will be affected by a provision requiring
the disclosure of material elements of the software.

The new anti-spam rules aren’t targeted at specific industries and would even include business-
to-business communications, says Wendy Mee, a Toronto-based associate at Blakes.

“They don’t apply just to our traditional concept of spam, it’s much broader. It’s any message that
has, as one of its purposes, to encourage the participation in a commercial activity,” she says.

That could include a text or e-mail message, a coupon, or an alert to a business opportunity that you
may or may not be interested in.

It’s just as important for in-house counsel to be on top of the spamming changes so they can train
their fellow employees, particularly those in marketing and communications, Mee says.

She recommends companies start thinking about the types of technology or software they might
need to implement so they can manage anti-spam compliance programs.

For example, being able to date-stamp when a consumer bought a product and tie that to their
e-mail address can keep track of current and expired business relationships, she says.

Over the next six months, Mee advises companies to take an audit of the types of messages they’re
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sending out and figure out what needs to be done to keep those messages onside as of Canada Day.
Having a compliance program in place will be crucial, she says, because due diligence can be a
defence if anything slips through the cracks by mistake.

“If you can point to a reasonable process that you have taken to prevent a violation and an e-mail
was sent to somebody by accident, you have a defence,” she says.

With less than six months to go, time is of the essence, says Maanit Zemel, a partner at Miller
Thomson in Toronto. She recommends businesses make a list of their current clients, contacts and
anybody they may send marketing material to, and get their consent up front as soon as possible.
(An online form asking clients if they would like to receive e-mails from the company, with a box that
is already checked off, is not considered expressed consent.)

A three-year transition period ends on July 1, 2017. After that, even e-mails that request consent
would be in violation of the act.

“If things are unclear and you’re not sure after the three years, put it in writing and put it in the
mail,” Zemel says. “This is going to boost Canada Post’s revenue significantly. They might not want
to cut down their services.”

Lawyers need to be aware of the regulations for the good of their own firms, too, she adds.

“Lawyers will have just as much a problem as anybody else. This is how we sell our services. We have
to go out there and make cold calls. Today cold calls are done electronically. It used to be we’d call
somebody up and say, ‘We should have lunch,’” she says.

Social media platforms aren’t exempt from the new regulations, either. For example, it’s OK to send
somebody a LinkedIn request to connect but if you include a personal message along with it, you will
likely violate the act, Zemel says.

Because the legislation has had a number of false starts over the last five years, Barbara McIsaac,
Ottawa-based counsel at Borden Ladner Gervais, doesn’t think companies are as prepared as they
could be.

“People get excited, then nothing happens. I think people have kind of let it slip because a bit of
fatigue has slipped in,” she says.

She believes the biggest difficulty for employees is going to be recognizing what is covered by the
legislation and what isn’t. For example, if a lawyer sends a friend an e-mail asking them if they want
to go out for dinner and their online signature contains their name, qualifications and link to the
firm’s website, it may qualify as a commercial electronic message.

McIsaac is quick to note the legislation doesn’t target what most of us consider to be spam. (Hello, all
would-be members of the Nigerian royal family.)

“The word ‘spam’ is misleading. Law firms don’t think they send out spam but they do send out
commercial messages. Government organizations probably don’t think they send out spam but they
do send out commercial electronic messages very often,” she says.

While large organizations should have little excuse for not being compliant, McIsaac believes the local
plumber, mom-and-pop grocery store and home-based business might be in trouble.

“They use electronic communications to deal with their clients yet they don’t have sophisticated
resources available to them. They’re going to need help understanding what they should do and the
technical assistance to ensure they maintain the records for opting out and consent,” she says.
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